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Technology Collection Trends in the US activities using various Methods of Operation
Defense Industry (MO). The majority of targeted technologies,
DoD programs, and weapons systems require
Introduction export license by the International Traffic of
Arms Regulations (ITAR). As noted in 1998,
This annual study is the Defense Security  foreign entities continue targeting weapon
Service's (DSS) counterintelligence (Cl) tool components, developing technology, and tech-
for security professionals. The data presentedhical information more intensely than com-
in this study is based solely on suspicious  plete weapons systems and military equip-
reports sent to DSS by Industrial Security ment. Suspicious activity reports received in
Representatives and Special Agents. This 1999 concerning critical technologies reaf-
information helps cleared companies and DSSirms for the fourth consecutive year that
personnel recognize and report suspicious  every critical militarily technology category is
foreign activity so that DSS can assist clearedargeted by foreign interests for military
companies enact responsive, threat-appropri-and/or economic exploitation.
ate, and cost-effective security countermea-
sures (SCM). Numerous government agenciedlost Frequently Reported Technology
also use this reported information to strength-Targets: Technologies generating most for-

en and supplement their investigative eign interest in 1999 included information

missions. systems, sensors and lasers, electronics, aero-
nautics systems, and armaments and energetic

Executive Summary materials.

Country Trends:In 1999 DSS received Most frequently reported Methods of

reports of suspicious activities concerning Operation (MO): MOs are the techniques
interests associated with 56 countries. The employed by a foreign entity to collect

number of countries associated with targetingintelligence against a given target. Cleared
cleared defense contractors has increased defense companies' reports from 1999 indicate
since the start of this report. In 1997, 37 several trends with respect to the variety of
countries were associated with suspicious  MOs employed by foreign entities. MOs
activity as compared with 47 in 1998. These associated with potential collection efforts in
reports indicate that the majority of countries 1999 are as follows, ranked in order of

targeting cleared industry have limited frequency of occurrence:
military capabilities and are seeking techno-
logical advancement. In some instances » Request for scientific and technological
countries possess older models and are (S&T) information.
attempting to upgrade specific sub-systems on < Inappropriate conduct during foreign
a given platform. Visits.

» Soliciting and marketing of services.
Technology Interest Trends¥Fifty-six nations » Acquisition of U.S. technology/
were identified as targeting technological company.
interests. The extent of foreign interest and » Exploitation of Internet (hacking).
collection methodology employed against » Exploitation of joint venture/research.
specific technologies varies dramatically, from * International conventions, seminars,
a passive request to sophisticated collection and exhibits.
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» Use of foreign employees.
* Targeting former U.S. contractor
employees.

Unsolicited requests for information was the
most frequently used collection method
employed by foreign interests in 1999. While
foreign interests employed a variety of meth-
ods, the methods are consistently similar to
those reported in 1995-1999. Foreign collec-
tion methods and their frequency are
described on page 9.

Reporting

Department of Defense (DoD) Directive
5240.2 requires DSS to assist industry in rec-
ognizing and reporting suspicious activity.
Cleared companies and DSS responded well
in 1999. This active response continues a
trend of increased awareness and reporting.
The following criteria is used in assessing
potential foreign collection efforts:

» Technology is classified/export
controlled.

* Information is national defense/
military application.

* Redundant requests from same
country for each technology target.

* |[dentifying consistent patterns across
government agencies reporting on
collection efforts by that country.

* Foreign entity is affiliated with for-
eign government defense organization.

» Request/offer is from an embargoed
country.

* Possible front company and known
technology target.

During 1999, 227 reported incidents were
assessed as being probable foreign collection
efforts. These incident reports continue to
emphasize the importance of using company
Facility Security Officers (FSOs) as a central
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coordination point for timely and comprehen-
sive referrals of suspicious activity.

Whether for investigation or analysis, report-
ing helps educate industry, security, and ClI
professionals about foreign collection meth-
ods employed against U.S. industijhus,

the CI Office needs to know the following
information in the greatest detail possible:

» The ultimate target (technology, sys-
tem, or research).

 Foreign identity (hame and address).

 Circumstances of the incident and
background information (e.g., "met at
convention in 1996").

 Suspicious activity (e.g., called a few
times and e-mailed inquiring about
program or technology).

Timely reporting enables DSS to evaluate
foreign collection activity immediately.

Cleared company reporting indicates
numerous successes in applying appropriate
security countermeasures to potentially threat-
ening situations. Based on information
provided by DSS, many companies refused
tours to unauthorized visitors, did not respond
to suspicious foreign requests for information,
refused inappropriate visit sponsorship
requests, used effective escorts to control
visiting delegations, and questioned authors of
requests for information about the reason(s)
for their inquiry. This cordial entertainment

of foreign requests proved useful in identify-
ing and reporting inappropriate foreign
interests. Most successes closely align with
security countermeasures outlined in the DSS
brochure, "Suspicious Indicators and Security
Countermeasures for Foreign Collection
Activities Directed Against the U.S. Defense
Industry," published February 2000. This
brochure indicates awareness training efforts
in DSS and the defense industry have been
effective.



countries are not in a position to develop
Country Section state-of-the-art defense equipment. An
example would be a country that might be
Of the 56 countries associated with suspiciousble to produce a standard jet fighter, but
activity, 86 percent were non-embargoed lacks the expertise to equip the fighter with
nations. However, 14 percent of the countriesadvanced radar and weapon systems.
had some type of embargo in place that

restricted the U.S. export of military-related Countries’ Industrial Base

items. The top ten most active countries Figure 1
accounted for 66 percent of all suspicious
activity reported to DSS. The majority of the
countries targeting U.S. technology had a
developed or developing industrial base that
allowed for some level of defense production.
This trend would account for the fact that
components rather than complete defense
systems were targeted. The majority of these

D Developed
D Developing

. Underdeveloped

1999 Targeting Efforts by Region

Bl Asia - 45% || Middle East/North Africa - 20%
[ Europe - 17% || south America - 4%
[ Eurasia - 14% || Non Targeting

The map above denotes regions of the world where collection efforts could be
associated. The percentages indicate the level of collection activity reported in
1999. The map does not imply national level support of the collection activity.
The collector may have based his operation in a third country to conceal the
ultimate end-user of the technology.




Technology use of the technology and/or the foreign entity
involved), some incident reports were difficult

Overview: DSS documents and reviews to assess. Several incidents involved

foreign interest in U.S. defense technology in individuals who were not immediately

categories described by the Militarily Critical connected with a foreign entity. In some

Technology List (MCTL). The MCTL is a cases the technology targeted was difficult to

detailed and structured compendium of the assess. This difficulty occurred in cases

technologies the DoD assesses as critical to where the collection operation was interrupted

maintaining superior United States military  or the collector was not specific in the targets.

capabilities. The MCTL can be found on the In some cases, what sounds like a foreign

Internet at www.dtic.mil/mctl. DSS employeescompany or a regional franchise office is

should refer to these volumes when actually a foreign government-sponsored,

addressing a suspicious incident. government-owned or government-influenced
academy, institute, or activity.

A review of reported incidents of suspected

targeting against MCTL in 1999 has reaf- Because of varied technology applications the

firmed, for the third consecutive year, that all need for horizontal technology protection and

18 categories of critical technology continue the wide range of military and economic

to be the subject of foreign interest for mili- foreign interests, cleared contractors are

tary and economic exploitation. The extent ofencouraged to provide additional application

foreign interest in specific technology cate- details. Identification of how the foreigner

gories varies dramatically. In some cases, intends to use the U.S. technology, such as

nations were associated with targeting all military acquisition, helps DSS analysts

technology categories while others were only determine foreign trends, intentions, actual

associated with targeting a single technology. targets, planned usage, and the program or
upgrade with which the technology is, or may

Moving up from second place in 1999, be, associated.

information systems (I1S) was the most sought

after militarily critical technology category.

Sensors and lasers was the second most

targeted technology with 23 countries

involved in collection efforts. The third most

targeted technology was electronics technolo-

gy with 11 countries associated with

collection efforts. The statistics discussed in

this section are based solely on those tech-

nologies identified in the suspicious reporting.

The majority of 1999 reports identify finite
foreign technology targets, intended use of
information or technology, or a good
identification of the foreign entity. Although
the vast majority of suspicious activities
demonstrated incidents of clear foreign target-
ing (to include the identification and intended
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Figure 2

Method of Operations, 1999

5% 1% D Requests for Information

. Foreign Visits

. Exploitation of Joint Venture

D Internet (computer hacking)
45%
. Acquisition of Technology/Company

9% o . .
. Solicitation and Marketing of Services

D Foreign Employees

. Targeting cultural commonalities

D International conventions

14% . Targeting Former Employees

actually be used. the inquiry may have actually been indirectly
solicited. An example of an unwanted, but

3. Collection plans logically employ MO that indirectly solicited request is an incident

give the greatest return on investment and  where a cleared defense contractor's product

afford the greatest level of security of the was reviewed in a trade journal and the

operation (human versus technical collection company subsequently received a number of

means, or direct contact versus indirect con- suspicious, but "solicited," reader-service card

tact). inquiries from an embargoed country.

Suspicious incidents involving requests for  As noted in 1998, there appears to be a sharp
information continue to be the most frequentlyincrease in the use of the Internet by foreign
reported MO, accounting for 45 percent of thecollection activities as a tool to identify
total activity recorded in 1999. This repre- potential targets and to facilitate the actual
sents a 5 percent increase from 1998. collection of information. The Internet
provides a simple, low-cost, non-threatening,
A request for information is any request, not risk-free means of worldwide access to the
sought or encouraged by the cleared companyecipient. E-mail and Web-chat exchanges are
received from a known or unknown source, inconspicuous and can bypass many tradition-
which concerns classified, sensitive or export-al security safeguards, directly reaching the
controlled information. While the recipient  targeted individual. Requests for information
may not have directly solicited the request, over the Internet continue to account for
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almost half of the total reporting for this MO, A factor that made the vast majority of these

while traditional postal system correspon- contacts suspicious was that the requests

dence accounted for just over a quarter of theinvolved informational exchanges that

total. required an export license in accordance with
the International Traffic in Arms Regulations

An increasing trend observed in 1999 (ITAR). Requests for information received

concerned suspicious requests from foreign from countries that have highly
universities and research institutes. A majori-restrictive/controlled political, social and/or
ty of these entities are state funded and are business environments, or limited electronic
heavily involved in military applicable mail connectivity with the U.S., still favor the
technologies. Representatives of these use of the postal system. This trend does not
research centers attempt to collect informationmply that only embargoed or restricted coun-
on foreign technology through the use of techitries rely on traditional written correspon-
nology exchanges and discussions with dence. In fact, the largest portion of suspi-
experts. These collection operations involve cious letters emanated from countries with
identifying and contacting experts in various developed electronic connectivity to the U.S.
fields of interests and forming greater
cooperation with U.S. defense contractors and’he information targeted in 1999 included
military Research Design Test and Evaluationclassified, sensitive but unclassified, and com-
(RDT&E) facilities. pany proprietary. The requests originated
from foreign government organizations, gov-
As in 1998, we saw an increase in the report-ernment sponsored or affiliated organizations
ing of requests for information from countries (laboratories and institutes), foreign commer-
that do not normally conduct business with  cial activities, and individuals.
the U.S. or have embargoes placed on them.

Figure 3
Foreign Activity Origin

D Government
D Government affiliated
D Commercial

|| Individual

The chart above displays the origins and assagovernment activity, accounted for 22 percent
ciated percentages of targeting. Targeting  while government-affiliated activities, includ-
connected to commercial or foreign individu- ing research institutes, laboratories and uni-
als accounted for 58 percent of the total activ-versities, accounted for 20 percent.

ity. Government-sponsored targeting, includ-

ing Ministry of Defense and other official From 1997 to 1998, we reported the use of the
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"thesis request” strategy and the increase in foreign visits to U.S. facilities decreased by 7
requests for copies of technical articles that percent in 1999. This method of operation
appeared in trade journals and periodicals. remained second in frequency of reporting

This trend remained constant in 1999 accounting for 14 percent of suspicious
reporting. The thesis request tactic usually activity. The term "foreign visitor" includes
targets a specific individual at a cleared one time visits, long term visitors (such as

facility. The "student" will state that he or sheexchange employees, official government
is working on a thesis, most likely in a field representatives and students) and frequent
that is indirectly related to the protected U.S. visitors (such as foreign sales representatives).
technology activity at the facility, and that he Suspicious conduct includes actions prior to,
or she located the U.S. employee's name during and after a visit. The one factor that
while conducting initial research. The studentmade many foreign visits suspicious was the
will ask for whatever assistance the cleared extent to which the foreign visitor would
employee can provide. In one example a request access to facilities or to discuss
foreign student of " University of  information outside the scope of approved
Science and Technology" requested the activities.
following information:
In several incidents in 1999, foreign visitors
ignored technology control plans (TCP). A
TCP stipulates how a company will control its
technology. The plan establishes procedures
to protect classified, proprietary, and export-
controlled information; to control access by
foreign visitors; and to control access by
employees who are non-U.S. persons. In one
example, a group of senior foreign military
officers representing their country were
touring a cleared facility. Prior to their visit
The information was determined to be export-the representatives signed an "International
controlled. Signing Notice," which states in English: "By
signing this register, | acknowledge | do not
With regard to requests for copies of technicahave any recording or transmitting devices,
articles, the articles can provide new personal computers, magnetic media,
information, confirm existing assumptions photographic equipment, firearms, or personal
about U.S. technology, and serve as a meansdefense items in my possession.”" During the
to identify targets for exploitation. One visit the representatives asked if they could
particular embargoed nation leads the effort intake photographs and video tape some
requesting reprints of articles. The requests equipment. The escort assumed that the
usually are submitted from a university or representatives were in receipt of a camera
institute directly to the author. The articles pass and had been cleared and given
usually have appeared in technical journals permission by security to film. During the
such as the Institute of Electrical and tour a security manager noticed the represen-
Electronics Engineers (IEEE). tatives taking photographs and video of equip-
ment and asked the source of permission. At
Reports concerning suspected exploitation of that juncture, the representatives admitted

» Exact locations of all factories that
produce subsea cable.

 Specifications on type of subsea cable
being manufactured at each facility.

* Bending diameter, weight and cable
diameter of the different types of
cable.

» Names of harbors that are being used
for shipment from each factory.

» Customers of subsea cable.
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they had not received permission..Further-  suspicious activity. This MO offers signifi-
more, they alleged that they did not know thatcant collection opportunities for foreign inter-
it was against any regulations. Suspicious  ests. As with frequent foreign visits and other
indicators for foreign visits may include: international programs, joint business efforts
place foreign personnel in close proximity to
1. Inappropriate behavior: Wandering around U.S. personnel and technology and can
the facility unescorted, bringing unauthorized facilitate access to protected programs. Of
cameras and/or recording devices into the  growing concern is the use of foreign research

cleared facility, or pressing for additional facilities and software development compa-
access or information and becoming irate nies located outside of the U.S. working on
upon denial. commercial projects that are related to

protected programs. Anytime a company
2. Adding last minute and/or unannounced relinquishes direct control of its processes or

persons as part of the group. product to someone else, they are exposing
that technology to possible exploitation. Also

3. Making numerous requests for visits, of concern is the placement of foreign work-

despite repeated denials. ers in close proximity to protected operations.

While high technology programs receive the
4. Brokering of the visit. A brokered visitis greatest amount of public attention, low tech-
when a third party, who is not involved in the nology programs, such as fabrics for military
actual business transactions, acts on behalf obattle dress uniforms, are equally at risk.
the prospective visitor to arrange for an invita-
tion to be extended to the foreigner. BrokeredIndicators of suspicious activity include
visits become suspicious when the third party (1) the foreign worker seeking access to areas
bypasses established foreign visit request proand information outside the preview of the
cedures by going directly to the company work agreement, (2) enticing U.S. contractors
employee to solicit an invitation for the visit. to provide large quantities of technical data as
part of the bidding process, and (3) the
5. Arriving unannounced and seeking access foreign organization sends more foreign
by asking to see an employee that may belongepresentatives than reasonably necessary for
to the same business organization or had the project.
attended the same business gathering as the

foreign national. A number of incidents reported in 1999, as in
1998, involved cleared personnel being target-

6. Hidden agenda: trying to shift the ed while in a foreign country to work on joint

conversation to topics not agreed upon. projects. During one such joint venture, a

cleared contractor was working on approved
7. A member of the visiting group does not technology to be released to a NATO member

demonstrate the level of importance or when he was questioned regarding non-
technical competency as he or she is identifiedxportable data. This was not the first attempt
as having. when representatives of the foreign country

targeted this type of technology.
The exploitation of Joint Venture/Research
dropped from third to sixth place. This MO Cleared contractors traveling overseas in sup-
accounted for 5 percent of the reported port of joint ventures have also been targeted.

13



Other travelers have received excessively  penetrate their computer systems. Although
"helpful" service by host government probing a system is not illegal, a crime has
representatives and hotel staffs. Reporting been committed once a port is breached.
also indicates that traditional foreign intelli-
gence service (FIS) collection methods are  Targeting at international conventions,
still used by foreign nations. These measuresseminars and exhibits decreased from 6 to
include surreptitious listening devices, hotel 5 percent, causing a tie for sixth place.
room searches, intrusive inspection of International events continue to provide a
electronic equipment, and personnel "target rich" environment for foreign
positioning to eavesdrop on conversations. intelligence collection. These functions
directly link U.S. programs and technologies
Solicitation and marketing of services was thewith knowledgeable personnel. Overseas
third most frequently reported MO in 1999, events provide an opportunity for foreign
moving up from fourth place in 1998. nations to employ a greater variety of MOs to
Consistent with past reporting, individuals, target visitors. Also, international exhibits
companies and research facilities offer their provide a unique opportunity for foreign

technical and business services to U.S. entities to study, compare and photograph
research facilities, academic institutions and actual products in one location. Of even more
the cleared defense industry. importance, events held on the collector's

home territory are vulnerable to exploitation
Foreign entities attempting to gain access to by traditional FIS technical means (for exam-
sensitive technologies by purchasing U.S. ple, electronic surveillance) and the employ-
companies and technology increased by ment of entrapment ploys (such as inducement
5 percent in 1999, moving it up from sixth to of the target into a compromising situation).
fourth place. In 1999 this MO was associated
with 9 percent of the reports of suspicious  During the 1999 Paris Air Show, representa-
activity. tives of a cleared contractor staying at a hotel

reported several attempts to gain access to
Targeting associated with exploitation of the their rooms. In another incident, a defense
Internet (hacking) increased by 4 percent, contractor reported that a family member went
moving up from seventh to fifth place. The back to his hotel room after dinner and found
majority of the endeavors have been an opened notebook computer in the middle
correlated with probing efforts that account of the bed. The computer had been stored
for the majority of activity in this category. away with the luggage prior to dinner.
The computer probes are most likely search-
ing for potential weaknesses in systems for As indicated earlier, we believe the most
exploitation. In one example, a probing effortlikely reason for this MO category dropping
that lasted 24 hours originated from a "girls to the fifth position in 1998 is due to the
school" in an Asian country. Most likely this scheduling of the different major international
probing effort was masked. The potential air and land warfare shows and their
exists for users to go to several sites and locations. The major air shows, which gener-
receive anonymous e-mail addresses. By  ate the majority of the suspicious incident
detecting probes, the cleared companies haveeports, are not yearly events and each loca-
already demonstrated they have the security tion will impact on the number of companies
countermeasures in place to thwart attempts tparticipating and the type of visitors to the
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event. This pendulum-type swing in reportingat a later date. The use of membership lists of

should be viewed as an indication of the international business and/or technical soci-
importance foreign collectors place on major eties as a source to identify potential targets
air and land warfare exhibitions. However, and as a means of introduction is increasing.
suspicious incidents at international events is
not limited to overseas. We receive reports
concerning the targeting of attendees at int’l.
seminars and conventions held in the U.S.

Reporting has included incidents where
foreign entities have obviously known travel
arrangements of U.S. participants and have
employed more invasive techniques such as
The audiences at international seminars are hotel room intrusions. Cleared defense
comprised principally of the leading national contractors should review the type and
scientists and technical experts, who can pos@amount of information contained in the
more of a threat than do intelligence officers. registration, biographic and other materials
Technical experts focus their questions and requested by the host.
r(?quests on specmc tec_hmcal areas that h"jl\/(_:'TechnoIogy/Method of Operation Correlation.
direct application to their work. Reports show . . .
. ) . » No one rule is applicable to all foreign

that during seminars, foreign entities may .

- ollection attempts.
attempt subtle approaches such as sitting next _
to a potential target and initiating a casual ~ The charts below display the prevalent MOs
conversation. This can establish a point of ~employed against the most sought after
contact that may be subjected to exploitation technologies.

Figure 4
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Figure 5
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Assessment of Future Trends

Countries. DSS forecasts that the countries
assessed as the most moderately active in
1999 will continue technology collection

operations against U.S. defense industry in

collection activities will advance to employing
additional MOs to include foreign visits.

DSS has noted foreign frustration when
effective security countermeasures deny them
sought-after information. Due to the

2000. These foreign efforts will continue to beincreased non-response by cleared defense

driven by force modernization, economic
competition, and commercial modernization

using technologies with dual-use applications.

MOs. DSS believes that foreign collection
activities will increasingly use automated
systems (e-mail and fax) to request
information. The use of the Internet will con-
tinue to increase while use of conventional
methods, such as the postal system, will
decrease. DSS also believes that if U.S.
entities respond to such requests, foreign
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industry to foreign requests for information,
DSS assesses slight increases in other
collection MOs.

Targeting. Based on reporting in 1999, DSS
believes that targeting of cleared defense
industry from foreign institutes, businesses
and individuals will continue. DSS assesses
that some of the collection activities will be
directed by FIS. Targeting by developed and
developing countries of component systems
and upgrades will continue in 2000.



